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Introductions

dSpeaker: Jerry Puoplo

A Senior Consultant, Enterprise Management

A Developed network design and management tools since the early
days of the Internet. Worked with SNMP based management since
1989. VP Network Management Architecture at State Street Corp
from 2001-2007.

dCompany: Magnus.net
ABoutique Professional Services Firm

A Network Infrastructure consulting and engineering
A Specialist: MPLS & BGP Core Enterprise Migrations & Deployments

A Network Enterprise Management consulting & engineering
A Specialty: Leveraging management tools consulting and engineering
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PROBLEM SPACE

The more you have, the more work or automation required
to maintain what you have.
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IT Trend

Increasing Technology/Business Challenges

dTechnology Challenges dBusiness Challenges

A Desktop Management A Global Competition

A Network Management A Compliance

A Appliance Management A Acquisitions

A Voice Management A Strategic outsourcing

A Security Management A Tighter integration with vendors

A System Management and partners

A Application Management
A Database Management
A Storage Management

A Facility Management
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IT Trend

Increasing Budget Challenges

Cost
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IT Trend

Constantly Being Squeezed

dMaintenance & Operations
A20% for annual maintenance contracts
A60% for operations of existing infrastructure
dNew IT Initiatives
A20% of IT budget left for new initiatives
A90% of IT initiatives delivered late

190% of Problem MTTR In Problem Detection
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Is This Your Situation ?

ULack of visibility across silos ?

ULack of integrated tool deployments ?

ULack of enterprise management architecture ?
ULack of integrated internal & external service desks ?
ULack of adequate monitoring of all critical services ?

ULack of adequate deployments of management instrumentation
and tools ?

U Inadequate processing of raw management events and data ?
U Inadequate incident/problem management ?
U Inadequate service/performance management ?
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Are You Ahead or Behind ?
If behind then why ?

ULeveraging Use of Management Instrumentation & Tools ?
A Vendor management instrumentation & tools are better then ever !
A Cisco, Microsoft, Sun, Redhat, EMC, Network Applicance, Acopia, Bluecoat

A Big Four products are better then ever !
A 1BM/Tivoli, HP OpenView, BMC, CA Are Expensive But Better Than Ever !
A Add-on vendors and system integrators are also widely available !

A Open Source tool are better then ever !

A CACTI, Nagios, Zenoss, GroundWork, SimpleTicket, openNMS, Qlusters,
Hyperic

dLeveraging Use Of Management Service Providers ?
A IBM, AT&T, Dimension Data, EDS, NetSolve, Inteq are succesful !
dLeveraging Use Of IT Service Delivery And Support Processes ?
A ITIL is now over 10 years old and widely being deployed !
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Are You Inundated With Too Much
Data And Too Many Tools ?

For Both Enterprise & Service Provider Markets
Cisco Active Network Abstraction ANA
Cisco Assurance Management Solution AMS
Cisco Application Network Manager ANM
Cisco Bandwidth Quality Manager BQM
Cisco Configuration Assurance Solution CAS
Cisco Configuration Engine CNS CE
Cisco Enhanced Device Interface EDI
Cisco Information Center CIC
Cisco IP Solution Center ISC
Cisco MPLS Diagnostics Expert MDE
Cisco Multicast Manager CMM
Cisco NetFlow Collection Engine  NETFLOW
Cisco Network Analysis Module NAM
Cisco Network Registrar CNR
Cisco Network Planning Solution NPS
Cisco Performance Visibility Manager PVM
Cisco Secure Access Control Server CS-ACS
Cisco Transport Manager CTM
Cisco WAN Manager CWM
CiscoWorks LAN Management Solutions LMS
Common Services CS
CiscoView CV
Campus Manager CM
Resource Manager Essentials RME
Device Fault Manager DFM
Internetwork Performance Monitor |PM
CiscoWorks Network Compliance Manager NCM
CiscoWorks Voice Manager CWVM

For Commercial Market

Cisco Configuration Assistant CCA

Cisco Monitor Director CMD

Cisco Monitor Manager CMM

Cisco netManager — Unified Communications
CiscoWorks Small Network Management System
SNMS

For Enterprise Market

Cisco Application Analysis Solution AAS

Cisco Network Application Performance Analysis
NAPA

Cisco Proactive Automation of Change Execution
PACE

Cisco TelePresence Readiness Assessment Manager
CTRAM

Cisco Unified Communications Operations Manager
CUOM

Cisco Unified Communications Provisioning Manager
CUPM

Cisco Unified Communications Service Monitor CUSM

Cisco Unified Communications Statistics Manager
CUSSM

CiscoWorks Interface Compliance Manager ICM

CiscoWorks QoS Policy Manager QPM

CiscoWorks Small Network Management System
SNMS

CiscoWorks Wireless LAN Solution Engine  WLSE
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Are You Operating Without
Adequate Efficiencies & Visibility ?

Management tools must be leveraged to increase efficiencies
and system engineered to provide useful information about the
health and performance of your services.
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SOLUTION PATH

Organizations seeking to manage operational costs must adopt a
pragmatic, long-term view of enabling service and support within
Infrastructures at the time of development and implementation,
while evolving service and support roles and exploiting
automation and proactive trend analysis. (Quote From
Metagroup)
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Critical Success Factors

d CIO Level Commitment
A Goals and Direction
A DMAIC Methodology
A Education In Subject Area
A Operational Alighment

d Subject Matter Expertise (SME)
A Architecture
A Assessment/Requirements
A Deployment Management
A Leveraging Tools System Integration
A Benchmarking Metrics
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Commitment

dManage Enterprise Management like any
other critical IT service.

dCommit To IT Maturity Initiatives

ADefine your process improvement goals

AMeasure the current process and collect
relevant data for future comparison.

AAnalyze to verify relationship and causality of
factors.

AImprove or optimize the process based upon
the analysis.

AControl to ensure that any variances are
corrected before they result in defects.
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An Educated Consume

UITIL 1 Vendor

A Service Desk _
A Incident Management A Cisco Info Center CIC

A Cisco NAPA
A Problem Management cleze
Network Performance Application Management
A Change Management Cisco Application Analysis Solution (AAS)

Cisco Network Planning Solution (NPS)
Cisco Bandwidth Quality Appliance (BQA)
A Configuration Management Cisco Performance Visibility Manager (PVM)
Cisco Network Analysis Module (NAM)
Cisco Netflow Collector (NFC)

CiscoWorks LMS (RME)

A Cisco Pace

D FCA PS Proactive Automation of Change Execution

CiscoWorks Network Compliance Manager

A Release Management

A Service Level Management

A F&Ult Cisco Configuration Assurance Solution
A Conﬁguration CiscoSecure Access Control Server
A A ti CiscoWorks LAN Management Solution
ccountin .
J = Cisco UCM
A Performance Unified Communications Manager

A Security Service Statistics manager
Operations Manager

Service Monitor

Operations Manager

Provisioning Manager
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Direction i

Use Gartner IT

Maturity Model As A Guide

LEVEL O

LEVEL 1

LEVEL 2

LEVEL 3

LEVEL 4

Chaotic

Ad hoc

Undocumented

Unpredictable

Multiple Help

Desks

e Minimal IT
operations

e User call

notification

Reactive

e Fight Fires
e Inventory
e Desktop SW

distribution

* Initiate problem

mgt process

e Alert & event mgt
e Measure

component
availability (up/
down)

Proactive

Analyze trends
Set thresholds
Predict Problems
Measure apps
availability
Automate

Mature problem,
configuration,
change, assetand
performance mgt
processes

Service

IT as a service
provider

Define services,
classes, pricing
Understand costs
Guarantee SLAs
Measure & report
service availabilit
Integrate
Processes
Capacity mgt

Value

e |T as a strategic
business partner
IT & business
IT enables and
improves business
processes
Real time
infrastructure

Business planning
Business view

Manage IT as Business

Service Delivery Process Engineering

Operational Process Engineering

Tools Leverage
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Alignment
Tools, Processes, and People

Service
Delivery &
Support

Configuration Incident EUE, Perf & Traffic Security

Management Management Management Management

Service Desk

Silo #1 Silo #4
Network Storage
Operations Silo #2 Silo#3 Operations
System Database
Operations Operations
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Architecture

Service Desk

Technology Owners

IT Management

Business Customers
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Assessment/Requirements

Presentation Notifications E-mail & Page
View Element Console
Event Console
Reporting Availability & Performance
Objects and Routers/Switches Node/if up/down
monitoring Error-disable
requirements BGP/OSPF
CPU, Memory

Power, fan, temp

Servers (physical and virtual) Node/if up/down
CPU, file system
Power, temp

Services (DNS,LDAP, Web URLS) Availability/delay

Appliances (Call Recording systems, etc) Function specific

Applications (Bluecoat, Citrix, WAAS, CCS) | Event Log Monitoring
Process monitoring
Capacity Monitoring
Transaction availability/delay
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Leverage Object
Instrumentation & Tools

Object Instrumentation Management Tools

SNMP, MIBS AND TRAPS Big Four Management
SYSLOG MESSAGES Vendor management
NAM, RMON, NetFLow g\Pps

Active and Passive SLA Open Source

Monitoring nanagensny

CIM/WBEM Custom Mgt Apps

XML System Engineering

WMI A Integration & Reporting
Windows, Unix, Linux A Integrating SOPs

Databases A Alignment To ITIL Practices
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Deployment Management

Design
1 Assessment
4 Conceptual Engineering

Design Q Pilot Test
4 Proof of Concept | 5 Deployment

4 Functional
Design

 Deployment
Planning

4 Bill Of Material

Post-Deployment

1 Proactive
Maintenance
 On-site support

4 Integration

L Documentation  On-call support
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Pre & Post
Deployment Metrics

Incident volume Total number of incidents that are handled by the incident
management process, categorization, and accuracy.

Mean elapsed time shows how much time was taken to achieve incident resolution
or circumvention. The time is broken down by impact code.

Incident response time refers to the percentage of incidents handled within the
agreed upon response times, which may have been specified in service level
agreements by impact code, for example.

Average incident cost refers to the average cost of each incident.

The percentage of incidents closed refers to the percentage of incidents closed by
the service desk without reference to other levels of support.

The number and percentage of incidents resolved remotely refers to those
incidents that were taken care of off-site, with no physical visit.
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Benchmark Metrics

Manual Configuration Automated Configuration

MTTR from configuration error: MTTR from configuration error:
150 minutes 15 minutes

Outages & security incidents due to

manual mis configurations.: 80% Outages & security incidents due to
- . =]

manual mis-configurations: 20%

Average time to discover security

Average time to discover security
vulnerability: Less than 2 minutes

vulnerability: 2 weeks

Provision new device: 6 hours Provision new device: 20 minutes

Changes per hour: 20 Changes per hour: 5,000

Average amount of network in

Average amount of network in
compliance: 100%

compliance: 3%

\ 4 2 2 2 2 S

Source: 2005 EMA Survey and customer feedback
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MAGNUS.NET

Our Enterprise Management specialization is providing SME
In leveraging tools to small, medium and large enterprises.
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Where We Can Help
Estimate Your ROI For Each ?

] Shortening MTTR by 80-90% ?

A Leverage tools like CIC,Netcool,Augur,AlarmPoint, etc.
O Achieving 90%+ Accuracy in Alarm Notification ?
A Implement/Fix Element Monitoring Deployments
A Leverage ticket system whenever tools miss or send false alarm
d Achieving 100% Configuration Compliance ?
O Leverage tools like Cisco NCM/OpsWare/etc.
0 Implementing a web-based Service Desk ?
O Leverage Service Desk tools (e.g. HP, ManageEngine etc)
d Having Daily, Weekly, Monthly Benchmark Metrics

O Leverage data from Fault, Performance, Configuration, Service,
Traffic, and EUE Monitoring tools

© 2007 Magnus.net All rights reserved.



Services We Provide

O Consulting Services:
A Education:

A Subject Matter Expertise In Leveraging Tools
A Includes IBM, HP, CA, BMC, EMC, NetlQ, Cisco, Open Source tool expertise
A PMP certified, ITIL certified, Cisco CCNA/CCIE Certified, Openview certified

A Deployment Management
A Expertise in Enterprise Management Implementation

A Assessment And Requirement Analysis In Enterprise Management
A Architecture And Design Of Enterprise Management

0 Engineering Services
A Installation and Configuration of Enterprise Management Tools
A Retooling of existing Tool Deployments
A System Integration/Expansion of Enterprise Management Tools
A web based portal consolidating tool data into useable information)

A Tool-to-tool integration
A Automation of Tools Action On Event or expanding tool self-maintenance

A On-Site Tool Evaluation/Training/Mentoring

A Remote/On-Site Tool Support And Maintenance
A Upgrades, Patching, Problem Resolution
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Example Services We Provide

0 Service Desk

Q Service Desk Portal implementation
U Silo Alignment Via Consolidated FCAPS

Q Alignments of Network, System, Storage, Database, Apps, Security Tools
U Alignment of People, Processes, SOPS, Documentation via Tool integration
Q0 End-to-End Network Fault, Performance and Services Monitoring

0 NOC Design and Implementation
0 Network Management

A

To Do Io Do Po o Do

A

Network Device Secure Access

Data Network Monitoring of Router, Switches, CCS, Firewalls, Applicances
VolP Monitoring (Routers, Switches, Voice Gateways, CallManagers, Sensors)
Router Protocol (OSPF, BGP) Monitoring

Muticast, QOS, Wireless Management

Network Compliance Monitoring

Traffic Monitoring (Sniffer, NetFlow, RMON)

Identification of network/application response issues

Advanced Network Event Management and Action on Event Processing

0 System Management

A
A
A

Unix/Linux/Windows system monitoring
Event/syslog monitoring
Service Monitoring

A Application Monitoring
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(I

Our Experience

Deployed large scale monitoring solutions for numerous network technologies

VolIP, Wireless, DWDM, MPLS, WAAS, QOS, Brocade/McData Monitoring, NetApp/Acopia, Firewall/IDS.
Knowledgeable of leading vendor and opensource management tools

IBM Netcool/Tivoli, HP/Openview, EMC/SMARTS, Cisco/Ciscoworks

Lucent VitalNet, Concord E-Health, NerveCenter, NetScout, NerveCenter, NETQOS, Coradiant, CACTI/RRDTOOL
Programming skills available for custom system engineering development

e.g. Web/Java/Perl/TCL/CGI Web Reporting, SQL database integration, custom SNMP/Expect monitoring
Performance, Traffic, and End-User Experience monitoring

Includes widespread use of Cisco IP SLA and NetFlow, synthetic robot monitors (i.e. TMTP, OVIS, NetCool ISM)
and real-time monitors (i.e. Coradiant, VitalSuite, and EdgeSight).

Consolidated Network, System, Security, Storage, Application, Appliance event
monitoring across a global operations support community.

Integrated NetCool, EMC SMARTS, OpenView OVIS, CiscoWorks, Vitalnet, NETIQ, Tivoli, Acopia, NetApps, SAN
Navigator, Call Recording Systems, IDS (ISS), and Firewall (CheckPoint, PIX, Nokia, NetScreen, NeuSecure),
and appliance (AGS, Arrowpoint, BlueCoat, Citrix) events into a global event management system.

Integrated internal monitoring with several outsourcing efforts
Involving AT&T, Verizon, MCI, Dimension Data, and IBM Global.

ITIL certified, PMP certified, Cisco CCNA/CCIE certified, OpenView certified
Publications: #fABuil ding Network Management
Forum Presentations:

BBM Tivoli user Forum on Tivoli-Netcool Integration
HEMC SMARTS i Creating Network Management Utopia

© 2007 Magnus.net All rights reserved.

Tool

5



Examples of Past Work

0 Small Enterprise

A Network, facility, system, storage, performance monitoring and
centralized event management

A Centralized sophisticated Action On Event processing.
A Consolidated Visibility To Operational Health
A High Accuracy in Alarm Notification (90%+)

U Large Enterprise

A Network, Security, system, storage, VolP, Performance, EUE
Monitoring with centralized event management

A Alignment of Silos With User Specific Event Views

A Event Management integration with IBM Global/DiData
A 90%-+ Accuracy in Alarm Notification

A MPLS and VolP monitoring

A IPSLA, NetFlow, EUE Monitoring
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Why Us

dLeveraging Tools SME & Experience
A Consulting
AEngineering

dVendor/Open Source Agnhostics
AFlexibility

dValue Based Professional Services
ADoing what matters & paying for value only
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